HNudopmaimoHHas naMATKA 17151 HeCOBEPUICHHOIETHUX 110 BOIIPOCAM
KH0ep0e30macHOCTH

B cetd «MHTEpHED

KoMnbloTepHbLIE BUPVCHI

KoMmnbroTepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEILHON OCOOEHHOCTBhIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO
(konupoBaHUI0). B ngomonmHeHWe K 3ITOMY, BUPYCHl MOTYT MOBpPEAUTH WIIU
MOJTHOCTHIO YHUUYTOXKUTH BCE (Daliyibl M TaHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATEIIO,
OT UMEHH KOTOPOro Obliia 3amyIlieHa 3apakEHHas MPOrpaMMa, a TaKKe MOBPEIUTh
WA Ja)K€ YHUYTOXKUTH OMEPAlMOHHYIO CUCTEMY cO BceMH (aitamu B 1enoM. B
OOJBIIMHCTBE CIY4aeB PACIIPOCTPAHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Hcrnonp3yit COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE
CEpbE3HBIN YPOBEHB 3alIUTHI OT BPEIOHOCHBIX MPOrPAMM;

2.  IlocrosHHO ycTaHaBiauBail mnartyu (UU@poBBIE  3aIlIaTKH,
KOTOpbIE  aBTOMATHMYECKH  YCTAHABIMBAIOTCS C IO  J0PabOTKU
OporpaMmbl) W Jpyrue OOHOBJICHHMSI CBOEW ONEPAallMOHHON CHUCTEMBI.
CkaunBaii UX TOJIBKO ¢ oduiMaibHOro caira paspadorunka OC. Ecmu
CYLIECTBYET PEKUM aBTOMATUYECKOT0 OOHOBJIEHMSI, BKJIIOUH €r0;

3. PaGotaif Ha cBoeM KOMIIbIOTEpE O] TIpaBaMU TMOJIb30BATENs, a
HE aJMHUHHUCTpaTopa. OTO HE TO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX
IpPOrpaMM MHCTAJUIMPOBATHCS HA TBOEM MTEPCOHAITILHOM KOMITBIOTEPE;

4.  Hcnonb3yii aHTUBMPYCHbBIE MPOTPAMMHBIE MPOTYKTHI U3BECTHBIX
IIPOM3BOJIUTENICH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

S. Orpannub  (U3MYECKUH  JOCTYm K  KOMIBIOTEpY IS
MIOCTOPOHHUX JIMII;

6. Hcnonp3ylh BHEUIHHME HOCUTENM HWH(OpMAIUU, TaKue Kak
¢nemka, auck wiaM Qaitn u3 VHTepHeTa, TOMBKO W3 NPOBEPEHHBIX
VCTOYHUKOB;

7. He otkpeiBaili KoOMIObIOTEpHBIE (albl, TOJYYECHHBIE W3
HEHAJEKHBIX HCTOYHUKOB. Jlake Te (aliiabl, KOTOpble NpHUCIal TBOU

3HaKOMBIW. JlyyIiie yTouHH y Hero, OTIpaBJsil JIU OH TeOe uX.



Cern WI-FI

C nomompto WI-Fi MOXHO mOMy4uTh OCCIUIATHBIA HHTEPHET-AOCTYI B

OOLIECTBEHHBIX MeCTax: Kade, OTeNsX, TOProBbIX LIEHTPax U a’dpornoprax. Tak xe
SIBJISIETCSI OTJIMYHOM BO3MOXXHOCTBIO BbIXOJa B MHTepHeT. Ho MHOrme skcreprsl
CUMTAIOT, 4TO oOueaoctynubie WiFi cetu He ABISIOTCS O€30MaCHBIMH.

CoBeTbl 110 0€30MaCHOCTH PadoOTHI B 001Ie10CTYNHBIX ceTsax Wi-fi

1. He nmepenaBaii cBoo  JuuHyo  HHGOpPMALUIO  Yepe3
obmenocrynaeie Wi-Fi cern. Pabortass B HUX, jKeJaTeJIbHO HE BBOJMTH
NapoJiu JOCTYMa, JIOTUHBI U KaKue-TO HOMEPA;

2. Hcnonb3yid © OOHOBIIAM AaHTHUBUPYCHBIE NIPOrpPaMMbl U
Opanamay?p. Tem cambIM Thl 00€30MaCHIIb ce0s OT 3aKaUKU BUPYcCa Ha TBOE
YCTPOWCTBO;

3. Ilpu wucnompzoBanuu Wi-Fi ortkmoun ¢yskmuo «OOmuit
JOCTY K aitnam u mpuHTepam». JlanHas QyHKIHS 3aKphITa 0 YMOTYAHHIO,
OJIHAKO HEKOTOpbIE€ IOJb30BATEIM AKTUBHUPYIOT €€ g ynoOcTBa
UCIIOJIb30BaHMs B paboTe uiu yueoe;

4, He wucnonp3yit nyOnuunsiii WI-FI g nmepemaum  audHbIX
JAHHBIX, HAllpUMeEp, JJI1 BBIXOJA B COLMAJBHBIE CETH WIH B JIEKTPOHHYIO
1OuTY;

5. Hcnonw3yit Tonbko 3amuineHHoe coenunenue yepes HTTPS, a
He HTTP, 1.e. mpu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B MobwmibHOM Tenedone otkmoun Gynkiuio «llogkmouenue K
Wi-Fi aBromaruueckm». He momyckail aBTOMaTHYECKOTO IMOIKIIOYCHHUS

ycTpoiicTBa K cetssMm Wi-Fi 6e3 TBoero cornacusi.

ConnajibHbIe CeTH

ConmanbHas CeTh - 3TO CalT, KOTOPBIN MPEIOCTABIACT BO3MOKHOCTD JIFOJAM
OCYIIECTBIIATh OOIICHUE MEXay co0oi B mHTepHeTe. Yalmie Bcero B HUX IS
Ka)XJ0T0 YEJIOBEKA BBIICIISICTCS CBOS JIUYHAS CTPAaHUYKa, HA KOTOPOM OH yKa3bIBaeT
0 cebe paznmuuHyro MH(OOpMaIMIO, HAYMHAs OT MMEHHU, (paMuIuu U 3aKaHIUBas
JUYHBIMU (oTorpadusiMu. MHOTHE MOJIb30BATENIA HE MIOHUMAIOT, UTO UHGOpMAITus,
pa3MeleHHas UMY B COLUATIbHBIX CETSAX, MOXKET ObITh HailZieHa U UCTIOB30BaHa KEM

YIroJHO, B TOM YHUCJIC HC 00s3aTeIbHO ¢ OaruMu HaMCPCHUAMMU.

OcHOBHBIE COBeTbI 10 0€30MaCHOCTH B COIMAJBbHBIX CETHAX:



1. Orpanuyb crucok Apy3ed. Y 1e0s B Ipy3bsixX HE JOIKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amuinai CBOK 4YacTHYK Ku3Hb. He ykaspiBali mnapouw,
TeneoHbl, agpeca, AaTy TBOETO POXKIACHUS U APYTYIO TUYHYIO MH(DOpMaIIHIO.
3JI0yMBIIUIEHHUKU MOTYT UCIOJIb30BaTh Jaxe HHPOPMALIUIO O TOM, KaK ThI
Y TBOM POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIbI;

3.  3ammiuaid CBOI pENyTalMIO - AEPKU €€ B YUCTOTE U 3a/aBaii
cebe Bompoc: XOTesl Obl Thl, YTOOBI APYTrU€ MOJIb30BATENM BUICIU, YTO Thl
3arpyxkaems? [lomymaii, mpexzae 4em 4To-TO ONMyOJMKOBaTh, Hamucath M
3arpy3uTh;

4.  Eciau Thl TOBOpHILIB C JIOAbMH, KOTOPBIX HE 3HAElIb, HE
UCTIOJb3YH CBOE PEaIbHOE UMS U IPYT'YIO JTUUHYIO HH(POPMAIIH: UMSI, MECTO
KUTEIHCTBA, MECTO YU€Obl U MPOYEE;

5.  UMsGerait pasmemenusi Qororpaduii B HWHTepHeTe, TIe T
U300paX€H Ha MECTHOCTH, MO KOTOPOM MOXHO ONpPENEIUTh TBOE
MECTOIOI0KEHHUE;

6. Ilpm perucrpanuu B COLUMAIBHOM CETH  HEOOXOAMMO
UCIIONIB30BaTh CIIOKHBIE TApOJIM, COCTOSIIME U3 OyKB W 1uUpp U C
KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JInst conuanbHOM CeTH, MOYTHl M JIPYTHUX CaWTOB HEOOXOIAMMO
UCMOJb30BaTh pas3Hble Mapoiu. Toraa eciau TeOs  B3JIOMAKOT, TO

3JIOYMBINUJICHHHUKH I10JIY4aT JOCTYII TOJBKO K OJJHOMY MCCTY, a HC BO BCC

cpasy.

DJIEKTPOHHBIC TeHbI'N

DJIEKTPOHHBIE JIEHBI'M — 3TO OYEHb YAOOHBIN CIIOCOO IIATEeXKEH, OJHAKO
CYILIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTSAT MOTYYUTh 3TH JICHBIH.

DJIEKTPOHHBIE JICHBI'M TTOSIBUJIMCH COBCEM HEIABHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCYIapCTBax JI0 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccum sxe oHM (yHKITMOHHUPYIOT M O HUX YK€ IMPOIUCAHO B 3aKOHE, T/Ie UX
pa3lesiAIoT Ha HECKOJBKO BUJIOB - aHOHUMHbBIC U HE aHOHWMHbBIC. Pa3Huia B ToM,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOIUTH omnepanuu 0e3
UJEeHTU(PUKAIIMY TI0JIb30BATENS, @ B HE aHOHUMHBIX UJICHTU(UKAIINU TI0JIb30BaTENs

ABJIAETCA 00s3aTEILHOMN.



Taxxe crnenyer pasnuyarh dJICKTPOHHBIE (uaTHbIE JA€HBIU (PaBHBI
TOCYJapCTBEHHBIM BalllOTaM) W DJIGKTPOHHbIC He(dUATHBIC JICHBIM (HE PaBHBI
rOCY/IApCTBEHHBIM BAJIIOTAM).

OcHoOBHBIE COBETHI N0 0e30M1aCHOI padoTe € 3JIEKTPOHHBIMHU JeHbI AMU .

1. [IpuBsiku K cueTy MOOUIIBHBIN TenedoH. DTO caMblil yA0OHBIN U
OBICTpBIN CITOCOO BOCCTAHOBUTH JOCTYN K cueTy. IlpuBsizanHbill TenedoH
MIOMOXKET, €CJIM 3a0yAelTb CBOM TIATEKHBIN MMapoJib WU 3aiielIb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit opHopaszoBeie maposn. llocne mnepexoma Ha
YCUJICHHYIO aBTOpU3AINI0 TeOe yxe He OyIeT yrpokaTh OMacHOCTh Kpaku
WJIM TIepexBaTa IIaTeKHOro MapoJis;

3.  BriGepu cnoxusiii napons. [lpectynmaukam Oyner He mpocTo
yrajatb CJIOXHBIM Tapoib. HanexHbsle maposii — 3TO Napod, KOTOPBIE
COJIEpP)KAaT HE MEHEEe 8 3HAKOB M BKJIKOYAIOT B C€0Sl CTPOYHBIE M MPOMUCHBIC
OyKBBI, IIU(PPBI U HECKOJIBKO CHMBOJIOB, TaKH€ KaK 3HAK Jojuiapa, (QyHTa,
BOCKJIMIIATEJIbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4, He BBOOM CBOM JIMYHBIE JIaHHBIE Ha CcalTax, KOTOPbIM HE

JOBEPSIEILIb.

DJICKTPOHHAA MOYTA

DIIEKTPOHHASI MOYTA — 3TO TEXHOJOTUS U MPENOCTABISIEMbIE €10 YCIYTU MO
MEPECHUIKE U TTOIYIEHHUIO DJIEKTPOHHBIX COOOIIEHUM, KOTOPhIE PACIIPEACIISIOTCS B
KOMITbIOTEpHON ceTH. OOBIYHO DJICKTPOHHBIM ITOYTOBBIM  SITUK  BBITJISIUT
CIeYIOIIMM 00pa3oM: UMsI_TMOJb30BaTEsI(@uUMs_1oMeHa. Takxe KpoMe nepegadu
IIPOCTOr0 TEKCTa, UMEETCSI BOBMOXKHOCTD MepeaaBaTh (HauJibl.

OcHoOBHBIE COBETHI 0 0e30MaCHOI padoTe ¢ 3JIeKTPOHHOH MOYTOIA:

1. Hano BeIOpaTh mpaBuiibHBIA MOYTOBBIM cepBuc. B MuTepHere
€CTh OTPOMHBIA BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JY4Ile
JIOBEPATH TEM, KOI'O 3HACIIb U KTO MEPBbINA B PEUTHHTE;

2. He yka3piBaii B JMYHOM MOYTE JUYHYIO HHGOOPMAIIHIO.
Hanpumep, nydmie BbIOpaTh «MY3bIKAJIbHBINA (aHaT@» uimum «pok2013»
BMeCTO «Temal3y;

3. Hcnonb3yil ABYX3TamHYI0 aBTOPU3ALUI0. JTO KOrJga MOMHMO

NapoJisi HY’KHO BBOJAUTH KOJ, PUCHIIAEMBbIN 110 SMS;



4.  BpiOepu cinoxHBIA Mapoib. JJIs KaXAO0ro MOYTOBOIO SAIIUKA
JOJKEH OBITh CBOM HA/ICKHBIM, YCTOMYMBBIN K B3JIOMY MapOJIb;

S. Ecnn ecTtp BO3MOXKHOCTH HaIlMcaTb CaMOMY CBOW JIMYHBIN
BOIIPOC, UCTOJIb3YH 3TY BO3MOKHOCTb;

6. Hcnonp3yli HECKOJBKO TOYTOBBIX AMMKOB. llepBeiii s
YaCTHOM TIEPENHUCKMA C aJpecaramMd, KOTOPbIM Tbhl JOBEPSEHIb. ITO
AJIEKTPOHHBIN aJipec He HaJl0 UCIOJB30BaTh MPHU PErUCTpallui HAa popyMax u
cauTax;

7. He otkpeiBaii (haiisibl 1 Apyrue BIOKEHUS B MIUChMaX JIaXe €Clin
OHM IPUIUIA OT TBOMX Jpy3el. Jlydie yrouHM y HUX, OTIPABIISIIM JIA OHU
Tebe 3TH Qailibl;

8. Ilocne okxoHuaHus pabOThl Ha TOYTOBOM CEpBUCE TMEPEN

3aKpBITUEM BKIJIAJIKH C CAUTOM HE 3a0yJ]lb HaKaTh Ha «BBIATHY.

KuoepOvJaJIMHT HJIH BUPTVAJIBHOE N3A1€BATEJILCTBO

KubepOymumuHr —  mpecienoBaHHe€  COOOIICHUSIMH,  COJIEPXKAIUMHU
OCKOpOJIeHUS, arpeccuio, 3aryruBaHue; XYJUTaHCTBO; COLIUATILHOE
OOMKOTHPOBAHUE C TIOMOIIIBIO PA3TMUHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 0 00pbOe ¢ KNOepOyIJIMHIOM

1.  He Opocaiics B 60#. JIyumuii crioco0: mMOCOBETOBATHCS KaK ce0st

BECTH M, €CITM HET TOro, K KOMY MOXHO OOpaTWUTbCS, TO BHayaje

ycrokouThes. Eciu Thl HauHenh 0TBEYaTh OCKOPOICHUSIMHU Ha OCKOPOJICHUS,

TO TOJIBKO €111¢ OOJIbIIE PA30XIKEITh KOHMIUKT;

2. VYpapnsii cBoeil kubeppenyraiuei;
3. AHOHMMHOCTL B ceTu MHUMag. CylecTBYIOT CIocOObI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4.  He crout BecTH XynHMraHcKuil 00pa3 BUPTYaJbHOM KU3HU.

WNuTepHert pukcupyeT Bce TBOU JEHCTBUS U COXpAHSIET UX. Y JAIUTh UX OyzaeT

KpaiiHe 3aTpyJHUTEIIHHO;

S. Benu cebst BexMBO;
6. Urnopupyit €IUHAYHBIN HETaTUB. OnHopasoBeie

OCKOpOUTEJIbHBIE COOOIICHUS JIydille WTHOpHpoBaTh. OOBIYHO arpeccus

MPEKPAIIAETCA HA HAYAJIbHOW CTaJuu;



/. bam arpeccopa. B mnporpammax oOMeHa MTIHOBEHHBIMHU
COOOILIEHUSIMU, B COLMAIBHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKH
OTIIPAaBKH COOOILEHHI C ONPEIeTIEHHBIX aJpECOB;

8. Ecim Te1 cBugerens kubepOymimHra. TBou  aeicTBus:
BBICTYIIUTh MPOTHUB IMpECIIeOBaTENs, IMOKa3aTh €My, YTO €ro JeHCTBUs
OLICHMBAIOTCA  HETaTUBHO, TMOJAJEPXKATh JKEPTBY, KOTOPOH  HY)KHa
MICUXOJIOTMYECKAsl TIOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOIO

ITIOBCACHU B CCTH.

MoOouabHbLIN TeJaedoH

CoBpemeHHbIe cMapT(OHBI U TUTAHIIIETHI COJEPKAT B ce0e BIIOITHE B3POCIIBIN
GYHKIIMOHA, W TEmeph OHU MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMU
KoMnbloTepamMu. OIHAKO, CPEJCTB 3alUTHI 1JIsI TOJOOHBIX YCTPOMCTB MTOKAa OUYECHB
Maso. TecTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCHUBHO,
kak i [1K, To ke camoe kacaeTrcst 1 MOOMIIbHBIX TPHIIOKEHHIA.

CoBpemMeHHBIE MOOWJIBHBIE  Opay3epbl YK€ TNPAaKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJIOTM, OJHAKO pacliupeHue (yHKIHMOHAIa BIEYET 3a CcOoOou
OOJIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3alUIIIEHHOCTD.

Jlaneko He BCe MPOM3BOJIUTENTH BBIMYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHoOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOWIBHOIO TejiedoHa:

1. byas ocTopokeH, Beap korjga TeOe mpejiaraloT OeCIUIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TIJIATHBIC YCIIYTH;

2. Hymaii, npexae yem otnpaButb SMS, dhoto unu Buaeo. Thl

TOYHO 3Haellb, I/l OHU OYAYyT B KOHEYHOM UTOrE?

3. HeoOxonmuMo OOHOBIISATH OINEPAIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;
4, Hcnonb3yili aHTUBUPYCHBIE TIPOrpaMMbl Ui  MOOMIJIBHBIX

TeneOHOB;

S. He 3arpyxail npunokeHusi OT HEU3BECTHOIO MCTOYHHKA, BEIb

OHHM MOTYT COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIIeUEHHUE;

6. ITocne Toro kak Thl BBIMJICIIb C CAWTa, TI€ BBOAWI JIMYHYIO
uH(opManuio, 3aiii B HACTPOUMKHU Opay3epa u ynanu cookies;
1. ITepuoanuecku IIpOBEPAN Kakue IJIATHBIE YCIIyTU

AKTUBHUPOBAHLI HA TBOEM HOMCPC,



8. JlaBaii cBOMl HOMeEp MOOWMIIBHOTO Teje(oHa TOJBKO JIFOIAM,
KOTOPBIX ThI 3HACIIH M KOMY JOBEPSCIID;
9. Bluetooth pgomken OBITH BBIKIIOYEH, KOrJda Thl HM HE

noJyib3yenibesi. He 3a0piBail mHOr1a MPOBEPSATH 3TO.

DOUIIHHT WIN KpaxKa JIMYHBbIX JTAHHbIX

['maBHass mens QumuHT - BHAa VHTEpHET-MOIIEHHWYECTBA, COCTOWT B
MONTyYEHUHN KOH(PHUICHIIMATBHBIX JaHHBIX TOJIh30BATENICi — JIOTHHOB U TMAapOJIeH.
Ha anrmmiickom si3pike phishing uutaercs kak ¢ummar (ot fishing — priOnas
JOBJIs, password — maposb).

OcHoOBHBIE COBeTHI N0 O0pbOe ¢ PUIIMHIOM

1. Crnenu 3a CBOMM akKayHTOM. Eciiu Thl OJ103peBacIiib, UTO TBOS
aHkeTa ObLIa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHpPOBaTh €€ U COOOIIUTH
aJIMHHHICTpATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2.  Hcnonp3yit OezomacHble BeO-CaWThl, B TOM YHCIE, WHTEPHET-

Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonb3y#i cioxHble U pa3Hble napoiu. Takum obpa3om, eciu

TEOsI B3JIOMAIOT, TO 3JIOYMBILIJIEHHUKH IOJIy4aT JOCTYH TOJBKO K OJHOMY

TBOEMY IPOUIIIO B CETH, @ HE KO BCEM;

4, Ecau Te6s B311oManu, To HEOOX0IUMO MPETYIIPEIUTh BCEX CBOUX
3HAaKOMBIX, KOTOpBIE J00OaBJIEHbI y TEOSI B IPY3bsX, O TOM, YTO T€OS B3JIOMaIIN
¥, BO3MOXKHO, OT TBOErO MMEHHU OyIeT pacchUIaThbCsi CIaM U CCBUIKM Ha

(UIITMHTOBBIE CANTHI;

5. VYcranoBu HaaexHbIN naposs (PIN) Ha MoOuIBHBIN TenedoH;
6.  Otkioun coxpaHeHHE Mmapois B Opaysepe;
7.  He oTkpbIBaii aiisibl u Ipyrue BIOKEHHS B MHChMaxX JaKe €CIIu

OHM TMPUIUIA OT TBOUX Jpy3el. Jlydille yToYHU y HUX, OTIPABISUIM JIU OHU

Tebe ATH (paiiibl.
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